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I'm so sorry. | don't
speak Dutch.
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Het spijt me zeer.
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Time underpins everything... 4

Distributed Sensor Networks

Voltageglurrent
(and deriva
Phase Angle, Te

IT/OT Networks

Time-stamping of events
GNSS clocks everywhere
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DARKREAD l NG DR Tech Sections &® Events ®

Vulnerabilities/Threats (© 3 MINREAD JEHNEWS

D e p en d en Cy What Happens If Time Gets Hacked

Renowned hardware security expert raises alarm on the risk and dangers of cyberattackers

targeting the current time-synchronization infrastructure.

ALL MODERN DIGITAL
INF RHE,TRUC TURE e Kelly Jackson Higgins

AL Editor-in-Chief, Dark Reading November 11, 2021

r EI-THH'A h BLACK HAT EUROPE 2021 - London - Most people take time synchronization for
granted, but it operates on what hardware security expert Adam Laurie calls a "fragile

g [ﬂ] ecosystem.” Laurie, a renowned hardware hacker, here today demonstrated an

unnervingly simple way to alter time on a clock.

4]

{ 1 Adam Laurie's time-hacking demo at Black Hat Europe

| ]

BLACK HAT EUROPE 2021 - London - Most people take time synchronization for
granted, but it operates on what hardware security expert Adam Laurie calls a "fragile

- With apologies to Randall Munroe ecosystem." Laurie, a renowned hardware hacker, here today demonstrated an
unnervingly simple way to alter time on a clock.

1602004 DEtps://imgs.xkcd.com/comics/dependency.pNg o055 chronos Technology: COMPANY PROPRIETARY :




Zero to Operational in 20 minutes With No GPS Expertise

I»

-

Cyber Security for Time

(I Tube gps spoofer sdr

“1 Wear Cool
Sunglasses”

“I'min
Cuba”

= Not just threats from the network...

P v ) 0287 Trar

GNSS RF signal inherently vulnerable s — |
oo e June 2021
+ » s »
[ ] L]
https://www.youtube.com/watch?v=VAmbWwAPZZo
= Jamming (DoS) - Spoofing (MITM) i 4

= Space-based attacks,

Space Weather ‘ : :: ||| !!
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Cyber Security for Time

= Not just threats from the network...
GNSS RF signal inherently vulnerable

= Jamming (DoS) - Spoofing (MITM_)
= Space-based attacks, £

Space Weather

16/04/2024
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Zero to Operational in 20 minutes With No GPS Expertise

12:06 7 o/ 4G @m)

FCC investigates Amaz... m

000000000

.

27,000 views
June 2021

Il

FCC investigates Amazon over
alleged marketing of wireless
sighal jammers - NBC

Source: Various on-line sellers

Dana A. Goward

0 President, Resilient Navigation & Timing Foundation;
Proprietor, Maritime Governance, LLC

March 25, 2024

What's New: The Federal Communications
Commission (FCC) says it is taking action
to enforce the law against marketing,
selling, and using wireless jammers,
including those that target GPS/GNSS.
While reports do not mention anything

ahniit ennnfina it ie anainet the law alen




AON 2023 report

= "Access Control"

Insurers closing their

books for cyber-insurance!

AON Capabiliies  Industries  Insights ~ About  Q,

Capabilities / Cyber Resilience / Cyber Threat Intelligence Services

Cyber Threat
Intelligence Services

What is Cyber Threat Intelligence?

Cyber Threat Intelligence helps identify online threats and business risks to
individuals and organizations. We tailor our Cyber Threat Intelligence engagement to
your organization’s needs, leveraging tactical and strategic intelligence and turning

Control Areas with greatest bearing on
underwriting decisions
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m Control Areas with greatest bearing on underwriting decisions

2021-22 was the worst year ever for Losses, with the books virtually closing to new
policies towards the end of 2022..Source AON 2023

Credit: AON 2023 report:

https://www.aon.com/2023-cyber-resilience-report/
©2023 Chronos Technology: COMPANY PROPRIETARY 10



Case Study: GNSS Antenna Proliferation

= "Digital Substation”
- GNSS proliferation driven by - R

" o sLocken

" omran

— Redundancy, "rack-based" functionality "

— Incompatible PTP profile or lack of support -
C37-238-2011 or -2017 or 61850-9-3 or (S)NTP

i



Data-centre antennas (proliferation?)

" Cloud compute (+ some flavours of edge compute also?)
"It's secure, it's in the cloud" - there's no such thing!

16/04/2024



Resilient Timing: Best Practices

= Own your own timescale
= Trust no one
= Test Everything

16/04/2024



Resilient Timing: Best Practices

"Zero Trust"
&

= Own your own timescale Secure by Design”

— Bring some trusted sources/autonomy in-house

" Trust no one

— Be careful accepting timing from outside sources

= Test Everything
— Test & Monitor permanently

ISO/IEC 27001 and 27002
ISO/IEC 15408

Security IEC 62443
e.g.
kceoaqs | VSO/SAE 21434

ETSI EN 303 645
NERC/NIST CSF/Cyber Essentials

lllllllllllllllllllllll gy. cuivirAaNY PROP]
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Case Study: GNSS antenna nonproliferation (!)

= Single antenna (x 2)

(GNSS over fibre?)

GNSS Firewall + GNSS signal distribution inside building —
splitter output drives existing system(s) directly

GNSS Firewall

GNSS Splitter

GNSS Splitter

16/04/2024

GNSS Firewall
GPS Antenna
Hardened Holdover
Qutput
10 MHzl l 1PPS
GNSS Splitter BlueSky GPS Firewall
Autonomous GPS
Timescale Reception
BlueSky
Software
Engine
GPS Signal on/off
Synthesizer \ Switch
GNSS Splitter 1 1
Hardened GPS Output Validated GPS Output
When GPS deemed non-compliant, When GPS deemed non-compliant,
continues to provide output using holdover output interupted
©2023 Chronos Technology: COMPANY PROPRIETARY 16



Evolution of ITU reference clocks

— Initially Frequency only (Plesiochronous International Digitial Links!) - 1 x 10-1

— Later Frequency + (Traceable) Time/Phase - 100ns or 30ns error to UTC

— Better (x10) frequency - 1 x 1012

— Frequency + Time/Phase + "tuned holdover" - <100ns error to UTC for 14 days (>40 days under study)

— GNSS independence "Coherent Network" - (inter)national lab style, geographically distributed architecture

PRTC
Time reference Time Traceability information .
(e.g., GNSS signal) | w Time - J Timepg |Time reference _
(e.g., GNSS Phase . Phase reference
engine) »i tmescale | phase IF >
Frequency
Traceability
information
> Local Fr;queni:y nal
Freque _ reference (optional)
External frequency e » frequency | Freq. IF >
input reference (optional) clock
» Freq.I'F —

G.B272-Y.1367(12)_FAll.1

16/04/2024 Figure I1.1 — PRTC functional model .



Evolution of ITU reference clocks

Committed to connecting the world T —
@ Sveiorment GLIALS

About ITU Radiocommunication Standardization Development

“d Events Publications Membership News ® QA

Home > News > New ITU clock concept for more resilient synchronization networks

New ITU clock concept for more
resilient synchronization networks

News - 13 Mar 2024

ais | Pyccruid

ITU News

Global navigation satellite systems (GNSS) provide precise timing for Subscribe to our newsletter
synchronization networks that are critical to mobile telecoms and data centres,

power supply and smart grids, railway and road transport, and security and public Enter your email

safety.

CAPTCHA
Long disruptions to GNSS could be catastrophic without solutions to maintain
precise timing. These solutions are provided by ITU standards, assuring network
operators and regulators that precise time will keep ticking.

I'm not a robot

Common causes of GNSS disruptions: -
LUrVTeveT PRI | L. 8LUU- Bl b}'ﬂ%f‘lfﬂ'ﬂllﬂllﬂﬁ, quany and davalaDigy [argens




Evolution of ITU reference clocks

ITU-T
Clock Type Recommendation

PRC — Primary Reference Clock G.811 1976 — CCITT
Orange Book

PRTC - Primary Reference Time Clock G.8272 2012

ePRTC — Enhanced Primary Reference Time Clock G.8272.1 2016

ePRC — Enhanced Primary Reference Clock G.811.1 2017
cnPRTC — Coherent Network Primary Reference Time Clock G.8272.2 2024 W%’

PRC/ePRC - Frequency only, Caesium clock

PRTC-A — single band GNSS

PRTC-B — multi-band GNSS (ionospheric delay compensation)
ePRTC — clock combiner GNSS + Caesium

cnPRTC — ePRTC with PRTC-B meshed at the network layer

16/04/2024 ©2023 Chronos Technology: COMPANY PROPRIETARY 19



cnhPRTC

| Local sources Measurement Clock combiner Output i
E and fault detection function function !
q PRTC (GNSS) > % |
ePRCHI | > % !
I H ._A+
: cPRC#2_ | : > 9% 1 l ’—b time Y
: ................. i yv L 4 Phase '_;+
1 B .—h 1
R -k S Agreement algorithm —»
L - - Frequency —
_______________ +— Timescale algorithm i
Remote UTC(K) - Coordination function [ E
sources: T ? r Y !
[ 0, 1
ePRTC ] gl T Y :
or  #2 > % GNSS-CV |
enPRTC n : » 9% ™ (optional) |
»— |
A i
Reference for measurement '

enPRTC clock combiner

% Weight given to a specific input

G.B275-Y.1369(17)Amd.2(19)_FV1.3

Figure V1.3 — Coherent network PRTC functional block diagram

¢nPRTC architecture examples

Central core archltecture

Regional architecture

Al
\gy/

G.8275-Y.1369(17)-Amd.1(18)_FV1.1

Figure VI.1 — Coherent network PRTC architecture examples

"Resilient Primary Clock concepts acc. to ITU-T with measurement results"”, Helmut Imlau, ITSF 2022, Disseldorf

16/04/2024
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"The Network is The Clock" - vPRTC

EEEE EEEE EEs3 EEs8
= =
= S

Virtual Primary
Reference Time Clock

+= GNSS Protection

GNSS Protection ==
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° -

Core ePRTC West Site
\ / PTP East
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PTP West
t'j PTP Southbound
100 ns Timing
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GNSS Atomic Clock Trusted Time™ PTP
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"The Network is The Clock" — vPRTC to substation

Digital Substation Clock PTP Utility/ Power Profile Output to SS IED < =1 pus

[ Substation

ROOT

9NH§HX

IEC 61850-9-3

ROOT

G.8275.1 SWITCH Y

_

Time Server

Station Level

SWITCHY
e
B

Bay Level

Process Levelj

LAN X PRP A
LAN X PRP B
LANY PRP A
LANY PRP B



Utilise Telecom Network to provide YourOwnTime™

= New ePRTC clock specifications™ networked via dedicated fibre

16/04

/2024

(DWDM/OTN etc.) & HP-BC can provide ~5ns of error to UTC across the
whole network * |TU G.8272.1 - GNSS+Cs <100ns error to UTC 14 days

Every substation that has Telecom optical network access can have
access to YourOwnTime™

Network Sync — Layered Model HHHHH:

YourOwnTime™ can be primary
or a backup to be used if GNSS
interference is present

©2023 Chronos Technology: COM



"Zero Trust"

Resilient Time: Summary secure b D

= Resilience increasingly means security, availability &
autonomy for time

" |TU-T vPRTC telecom network architectures can supply
resilient & trusted time everywhere —if -business silos can be

overcome!

= "GNSS Firewall" features appearing in newer GNSS receivers
— but don't forget the "legacy" installed base!
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