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Definition of resilience

“The ability to limit the extent, severity and duration of power system degradation
following an extreme event” (CIGRE WG C4.47)
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Five Elements of a Resilience Framework

Preparation Detection Response Recovery Review
Prepare for attacks Implement response plan Refine response plan
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The future energy system

Generation Consumption
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Operation of a weather-dependent System of Systems
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Market design challenges

ENERGY INFRASTRUCTURE ENERGY SYSTEM OPERATING
AND INVESTMENTS FLEXIBILITY FUTURE GRIDS
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CARBON-NEUTRAL POWER SYSTEM NEEDS

Adequacy and Flexlblllty and efficient Resilience and efficient
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Energy infrastructure planning eource: entso

DEVELOPMENT OF INPUT EXCHANGES FOR THE PLANNING PROCESS
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Factors impacting resilience (source: Entso-g)

Extreme weather Digitalization & Interoperability
conditions automation

Design of power Design of :
system controls protection devices Cyber security
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Measures to enhance resilience (source: ENTSO-E)

Robust
Enhanced weather infrastructure Cross-sector
forecasting across sectors cooperation

Multi-sector New modelling L
risk awareness techniques lretiniloig
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Key questions

1) How to guarantee and maintain an adequate level of resilience for the
System of Systems?

2) How can we target for a “resilience by design” concept?

3) How can we share responsibility among stakeholders for cyber-physical incidents
In the System of Systems?

4) What role do governments have in the governance and enforcement of
cyber security?
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Concluding remarks

J

There is an increasing resilience risk in the more complex energy
system

Understanding the behavior and controlling the System of Systems
under abnormal conditions is key

There is a need for new resilience strategies, skills and tools for
operators, cyber specialists and field engineers

A lot of research and innovation is needed

An adequate governance including audit/validation bodies is needed to
guarantee and maintain an adequate level of cyber hygiene at
iIndividual stakeholder level. Enforced coordination among stakeholders
IS crucial.
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Thank you for your attention!
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