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Three EU regulations on security risks expected for 2023:

• Directive on the resilience of critical entities (“CER Directive”),

• Directive on a high common level of cybersecurity across the Union (NIS 2)

• Network code on cybersecurity



3

NIS directive (1.0) Network code

Take appropriate measures to 

manage risks

Notify authorities on incidents

Risk management cycle (Art 35)

Cybersecurity controls (Art 24)

Management system (Art 28)

Verification (Art 26)

Cybersecurity operations center (Art 41)

Reporting of incident, vulnerabilities, threats (Art 41)

Incident response and crisis management (Art 42 - 44)

Exercises at entity, national, regional level (Art 46 - 48)

Network code refines measures required by NIS directive
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Classification by 

NCCS-NCA
(Article 33)

Management 

system
(Article 28)

Minimum 

cybersecurity controls
(Article 24)

Verification
(Article 26)

Advanced 

cybersecurity controls
(Article 24)

Only high-impact and critical-impact entities in scope

Electricity 

entities
(Article 2)

• TSO

• DSO

• Producer

• Aggregator

• Suppliers

• Others

• NEMOs

• Digital market 

platforms

• ENTSO-E

• EU DSO entity

• RCC

• ACER

• ENISA

• NRA

• CS-NCA

• CSIRT



High-impact perimeter

Critical-impact perimeter

Electricity cybersecurity perimeter

Entity

Risk assessment
(Article 35)

Minimum 

cybersecurity controls
(Article 24)

Verification
(Article 26)

Advanced 

cybersecurity controls
(Article 24)

Common electricity 

cybersecurity framework
(Article 23)

Measures only applied to high- or critical-impact entities

Management system
(Article 28)



T
it
le

 I
II

U
n

io
n

 /
 r

e
g

io
n

(E
N

T
S

O
-E

 /
 E

U
 D

S
O

)

Union-wide risk assessment

(Art 19)

Risk assessment at 

entity level (Art 35)

Member state risk

assessment (Art 32)

Regional risk

assessment (Art 20)

ECII and 

thresholds

Union-wide high- / 

critical-impact 

processes

Minimum and advanced 

controls (Art 22)
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Risks per process on 

risk-impact matrix

Identification of high- / critical-

impact entities (Art 33)

Scope and measures defined through European risk assessments

Risks per process 

on risk-impact matrix



Owner Year 1 Year 2 Year 3
M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13 M14 M15 M16 M17 M18 M19 M20 M21 M22 M23 M24 M25 M26 M27 M28 M29 M30 M31 M32 M33 M34 M35 M36

ACER

All NCCS-NCA

ENTSO-E / 
EU-DSO 
entity

NCCS-NCA

Entity

Union-wide risk assessment
Process 
opinion

Opinion on 
union-wide 
RA report 

Cybersecurity risk assessment at entity level

Member state RA

Opinion

Approval of cross-border electricity 
cybersecurity risk assessment report

Union-wide impact 
assessment report

Cross-border electricity 
cybersecurity risk 

assessment report

Prepare for implementation of management system and minimum and 
advanced cybersecurity controls

Identify high-/critical-impact entities

Regional cybersecurity risk assessment & treatment

Risk assessment information needed to determine 
scopes (union-wide processes + ECII + thresholds)

Complex timelines with many dependencies



Special attention for supply chain security measures

Cybersecurity risk

management at entity level

Assess cybersecurity

risks

Cross-border cybersecurity risk

assessment report (Art 22)

Prepare risk

treatment plan

consider

threats
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Minimum and advanced

cybersecurity controls (Art 24)

Guidance on cerification

schemes (Art 36)

Include

Implementation of risk

treatment plan

support

S
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Procurement recommendations

(Art 35)

Supply chain security

threats (Art 17)

Supply chain security

controls (Art 29)

ENTSO-E and EU DSO deliverables
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Security measures for critical

service providers (Art 30)
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Definition of

requirements

Request for

proposals

Selection of

supplier
Contracting Operations

Start 

procurement

of critical asset

Certificate
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Security cerification

of product or

system

Harmonized

procurement

requirements

Selection of

products and 

systems

Derivation of

requirements

Development of

certification

guidance

Stakeholder consultation

Cerification

guidance

V V V

(a) (b) & (c) (d) (e)Supply chain controls:

Harmonized requirements and certification guidance 

to support entities in procurement



Thank You


