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The future energy system
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Operation of a weather-dependent System of Systems
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Storage Demand Generation
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Grid

Flexibility will be essential
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Possible game changers couce enrsos)
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Overview of cyber attacks (period 2010-2018)
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campaign that staged malware, conducted spear Ireland were sent phishing transmission operator in industrial control attack appears to be a trial run for applications of oil, gas and
phishing, and gained remote access into energy emails with malicious the UK and installed a | systems at three a much larger attack, The Crash petrochemical companies in
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Source: World Economic Forum 2019
Disclaimer: overview of events according to our best knowledge, it may not be complete 8



The Swiss cheese model for cyber security
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The Swiss Cheese model, adapted for cyber security. Illustration based on Dante Orlandella and
James Reason.



Key questions

1) What should be our focusing areas concerning cyber security?
2) How to assure cyber security for all connected intelligent assets to the grid?
3) How to assure cyber security for the cross-sector interfaces?

4) How to develop quick recovery strategies after an impactful cyber incident?
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Thank you for your attention!
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