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Resiliency in Academia....?
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Crystal Ball for Power Sector!

« Mil, Avionics, Automotive, IT(?)
— Cruise missile, A320, Tesla, AI/ML
° Fly-by-Wire MECHANICAL FLIGHT CONTROLS

« Redundancy

e Car2X
communication

- Cyber-sec?

Al/ML.: Artificial Intelligence / Machine Learning



Resilient!

Web3: flat, distributed, virtual?
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~ ICT: benefit or't‘fhreat,to resiliency?

« Active assets ownershlp diversity
. Digital |dent|ty management

. Supply cham,fordlgltal assets (firmware
update, patches)

»Admin, scalabili

ard house”?
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Question...

Digital Substations, IEC 61850, PMUs, ...

for power system resiliency?




Activities In Academia

« Research

- “Old”: risk assessment, stability, reliability,...

- New: intrusion detection, swarm behavior, planning and operations
under uncertainty, system-of-systems,...

- Cyber-physical (social-stochastic-economic...) system

- Master complexity: analytical, data-driven, numerical

. Education

- Students, future and current workforce

- Training with digital twins in labs




Ex 1. numerical experiments with power
system protection
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Ex 2: Forecasting Voltage Stabillity

J.Z T T T T
— Fault Duration =0.1 sec
1 1 | | r — Fault Duration =0.2 sec
1.0 (— — Fault Duration =0.3 sec |1
0.9+ .
0.8+ 08} E
™ —_
S07F : 2
o I go6t .
06 F I B
2 ' S
] ]
v 0.5 I 0.4l i
& 1
04+ : .
E I — = = -Fault Duration = 0.1 sec 02l |
0.3F 1 Fault Duration = 0.2 sec .
L N [ETTTTea s Fault Duration = 0.25 sec
0.2+ . .
00 1 | | |
1 0 1 2 3 4
01F I . time(sec)
1
1
D |l . 1 L
0 02 0.4 06 08 1

time (sec)




Faster-than-real-time twins? aiaion

coverage’?
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Ex 3: Smart “"Grid Edge” .4 H42 1
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A/C, batteries,... s G e
Contribute to ancillary and local services
Reliability? Statistical methods...

Ownership of data, functions,...?

- EU “Data Act” in preparation (GDPR for loT)

- New role for grid companies?

IoT: Internet of Things
PV: Photovoltaics
EV: Electric Vehicle
A/C: Air Conditioning

GDPR: General Data Protection Regulation 11



Ex 4: Ancillary Services of Hydrolyzers
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Ex 5: Sophisticated attacks coming...
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Cascading effect
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Cyber-physical attack
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Cyber-physical attack
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Cyber-physical attack: undetected
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Cyber-physical attack: detected (analytically!)
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Cyber-physical Range for Power  geame
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Wireshark snippets GOOSE data frame




Coordinated Attacks (N-1 anyone?)

e Coordinated GOOSE cyber attack on
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Take aways

« Academia Is neither army nor consultant
« Academia Is a partner that grows with you

« Resilient digital transformation "done
right™?

- Security by design, auditable
. Complexity: there Is help!
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Question...

Self-organization, distributed control,
market-based control,...

for power system resiliency?
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Peter Palensky palensky@ieee.org
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